
 

 

Report To Wisconsin State Legislature 

December 2, 2020 

Voter Registration Numbering: State of Wisconsin 

 

The voter registration data was downloaded from the WEC database on 8/19/2021 and 
contains 7,098,446 registered voters’ name and assorted information.  

Definition of Terms: 
WEC = Wisconsin Election Commission  

Voter ID: a unique data representation attached to each voter identity for the purposes of 
tracking that individual’s address and other identifying information and election voting history. 
This is typically a primary key for a computer search of a database.  

String: In this context, a string is any series of characters. A string can contain alpha/numeric 
characters, spaces or other characters on a keyboard, such as an asterisk or apostrophe.  

 

WEC Numeric String Voter IDs  

The objective of this review is to examine if WEC applies best practices for its voter data files 
that promote honesty, transparency and citizen confidence. Any citizen should be able to look 
at the voter registration files, understand them and peruse them with traditional, commonly 
used, inexpensive computer programs.  

The voter registration information for any state uses a unique identifier for every voter. That 
representation is commonly the voter identification number otherwise called a voter ID.  

The voter ID provided by WEC is a numeric string.  

A numeric string is NOT a number.  



A numeric string is a string where the only characters that are used in the string are numeric 
characters (the characters 0 – 9). Strings are commonly used by computers and the use of a 
string in this context is not an unusual choice. Strings are often indicated by surrounding them 
with double quotes.  

This is a number: 1345  

This is a string: “1345”  

 

Best Practices  

There are best practices for the implementation of numeric strings in the context of voter rolls 
or other similar tabular information.  

WEC does not follow best practices and their voter ID numbering system is fraught with 
inconsistent voter ID identifier types, sequencing variances and other data in voter ID fields that 
are inconsistent with data best practices. Because of this lack of best practices, there is a lack of 
transparency using common data analysis tools.  

If one chooses to use strings, there are two best practices: 

1. Create a variable width string with no leading zeros  

Examples look like this:  

“9” 
“10” “14” “1003” “104057”  

The width (number of characters) can vary. To the left of the character string there are no 
zeros, spaces or other characters, visible or hidden.  

They are easy for other computer programs to check. They are easy for humans to check. They 
make sense to both computers and humans.  

 

2. Create a fixed width string and zero pad it. 
 

Here, one determines how many instances the set is likely to contain over a reasonable period 
and chooses that many spaces.  



For a state like Wisconsin, one might choose 100 million knowing that for the next few decades, 
all existing and new voter IDs would not exceed that number of zeros. The prior examples 
would look like this:  

“000000009” “000000010” “000000014” “000001003” “022104057”  

The strings are padded with zeros on the left in order to make the length of the strings 
consistent.  

They are easy for other computer programs to check. They are easy for humans to check. They 
make sense to both computers and humans.  

 

WEC Non-Best Practice Approach  

Best practices exist to make data easy to understand by both common software programs and 
by humans. Systems that do not follow best practices produce data that is confusing for both 
common software programs (such as Excel) and for humans.  

WEC’s approach to Voter ID’ is a variable width, multi-data type, optionally 0-padded string.  

This choice “works” in that it is possible to write a program that works with strings of this type – 
but it makes the exported data from the WEC system confusing and increases the difficulty of 
auditing and data checking. If the data is more difficult to check and verify, it opens the door to 
unwanted activities that are difficult to detect.  

WEC Voter ID strings can look like the following:  

“717827990” “0717827990”  

This is potentially very confusing to typical software programs that the average citizen would 
use to examine the data.  

For example, Excel will likely interpret both Voter IDs (above) as being the same ID – making the 
average citizen believe that two different records are referring to the same person.  

In the WEC database, this results in significant confusion.  

For instance, WEC has 147,537 IDs, similar to those above, that appear to be duplicates when 
searched with commonly used technology. Thus, citizens cannot be assured that these 147,537 
IDs are duplicates or not.  



In other places the Voter ID’s take on an entirely different format like: “10/10/2008” 
and in another it looks like this: “12-08-2005”  

 

 

According to WEC, all are voter IDs.  

Exhibit 1b below:  

 

 

 

 

 

 

 



They sometimes create a voter ID with a character that is neither alpha nor numeric.  

Exhibit 3b.  

 

 

 

Look carefully, the yellow circle is NOT highlighting a speck on the reader’s screen. The circle is 
pointing out that WEC uses an apostrophe for a voter ID number.  

An apostrophe is the smallest symbol on the keyboard; it is the character between the t and s in 
it’s. Here WEC has made an apostrophe a voter ID “number.”  

Data best practices exist for a reason. They make data import/export efficient. They enable 
computers and humans to make sense of oceans of data. They are easily auditable by humans 
using widely available computer software.  

 

 



Most importantly, in this context best practices protect the data from unwarranted intrusion 
and malicious insertion of false data.  

Let’s take an example.  

If everyone has a sequential voter ID, there is no chance anyone can insert a number between 
0000123456 and 0000123457. There is no space.  

However, WEC does not apply sequential numbering (strings) throughout its voter ID system.   

WEC has strings where the sequencing is 1,2,3,4 increases by one digit for tens of thousands of 
voter IDs. Then, the sequence increases by 2 for tens of thousands of IDs. There is no apparent 
reason for this change. Later, the sequencing increases by 10.  

Thus, there are empty slots for voter ID insertions. In the yellow circle in Exhibit 4, the reader 
will see the digits increasing by 2 as well as some insertions in that sequence.  

 

Exhibit 4.  

 



Why is this important?  

If voter ID numbers go from 000001230 to 000001240, to 000001250 there are 9 slots where a 
third party can insert 9 new IDs without easy detection in each sequence.  

 
 

 

Exhibit 6, above shows the sequencing which skips 9 lines jumping by 10 for each row. 
 

The question with WEC is: did anyone insert numbers into these sequences? The answer is YES 
as the Exhibit 5, below, yellow circle shows.  

Examining Exhibit 5, below, one sees that the digits (strings) grow from 0515 to 0517 growing 
by 2 as the last thousand such numbers grew. One would be surprised to see a new number 
inserted as 0518 which is the case. Here an even number is inserted in a 2 digit odd number 
sequence.  



 

Exhibit 5.  

More interesting in Exhibit 5, one would expect to see the sequence revert back to the odd digit 
sequence after the insertion. That is NOT what happens. The sequence is resequenced at 0518 
into an even number sequence until another insertion, where it goes back to odd.  

Thus it appears that when WEC or another party inserts a new voter ID into an empty slot, all 
subsequent VOTER IDs resequence back to 2s or 10s.  

With this approach to sequencing, it is more challenging to detect if an unauthorized party has 
inserted data into the sequence of records.  

Merges  

There are best practices for data merges and they do not appear in the WEC system.  

WEC has what appear to be multiple ID schemes in the data, some are dates, some are variable 
width string, some are fixed width strings, some are zero-padded, some are keyboard 
characters.  



Best practices for data merges are to map identifiers into a single consistent representation – 
and then use that representation on an ongoing basis.  

If a data merge had followed best practices, these different ID schemes would have 
disappeared or they would have been segmented into one traceable such merge set.  

WEC has a current voter ID system with space for over 700 million entries. There are plenty of 
places where WEC could find the precise number of voter IDs to assign to any type of merge. 
Instead, WEC has voter IDs inserted throughout its system and the different data types of date, 
keyboard character, digit with hidden spaces remain.  

WEC not only has sequencing that is hard to follow and open to insertions, it has many different 
numbering sequences (strings). For instance:  

Here in Exhibit 6a, WEC is using a sequencing of 200000246 followed by sequences with 
insertions, as the sequence changes from odd to even to odd.  

 

 



Comparing Exhibit 6a with Exhibit 6 above, looking at the left most column, one sees that the 
WEC sequence for WEC provided voter IDs jumps from the 700 million sequence in Exhibit 6 to 
the 200000246 sequence yet both remain around the 5400000 sequence of voters.  

Exhibit 7, below shows that around the same left column sequence, WEC moves to a different 
numbering system beginning with 575xxxxxx.  

 

 

 

 

 

 

 



Exhibit 8 demonstrates that WEC uses another sequencing approach in the general vicinity of 
5400000. This sequence begins with the 300xxxxxx then reverts to voter IDs with only two or 
three digits.  

 

Exhibit 8.  

WEC does not appear to use generally accepted best practices for its voter ID system. The voter 
ID is the most important identifier in the entire system because it is unique to every voter, past 
or present, active or inactive.  

The key question one must ask is whether individuals can insert voter ID numbers into the WEC 
voter registration system without going through its inherent number assigning program. The 
answer would appear to be yes as the data shows.  

Let’s revisit Exhibit 1b.  

Like other states, Wisconsin assigns voter ID numbers by a machine, a computer. There is some 
mechanism for a central agency to assign a voter identification number to a person and it 
should generally be an identifier that is incremented as each new voter is registered.  



Can individuals enter the WEC system and apply arbitrary identifiers to a voter? As Exhibit 1b 
below demonstrates, humans can and do enter arbitrary strings:  

 

 

 

A human entered the system and inserted the “apostrophe” for a voter registration number.  

There is no question the WEC system is open to human intervention and from the inconsistent 
naming conventions seen throughout the WEC system and highlighted in Exhibit 1b, there 
appears to be neither proper security nor control.  

If citizens are not able to reasonably deal with the voter rolls either by reviewing them manually 
or with commonly available computer programs, there will continue to be a lack of trust in the 
voting institution.  

The danger in Wisconsin is significant that a bad actor can access the WEC system and can take 
advantage of the egregious poor data practices to influence an election outcome.  

 


